DYMEC - Achieving Strong Industrial Security 
Using IEC 62443

With Industry 4.0 and Industrial IoT, the Industrial Automation and Control Systems industry faces exciting opportunities. Along with these opportunities come security threats: industrial environments must be prepared for rising cyberattacks to prevent equipment damage, downtime, and safety issues. It is to this end that DYMEC has implemented embedded security systems.
International industrial security experts have developed authoritative guidance on industrial security: the new IEC 62443 international industrial security standard. It includes a comprehensive series of documents that provide a thorough set of recommendations for defending industrial networks against the threats of today and tomorrow.
Every company with industrial interests should use IEC 62443 to protect those interests. DYMEC, as a leader in industrial security, provides helpful information on the implementation of IEC 62443 and assists system integrators, manufacturers, and asset owners in achieving strong industrial security. DYMEC networks are noted for their security.
What is IEC 62443?
IEC-62443 is a series of standards including technical reports to secure Industrial Automation and Control Systems (IACS). It provides a systematic and practical approach to cybersecurity for industrial systems. Every stage and aspect of industrial cybersecurity is covered, from risk assessment, engineering – all the way through operations.
Using the techniques described in IEC 62443, industrial stakeholders can assess the cybersecurity risks to each system and decide how to address those risks. Recognizing that not every system is equally critical, IEC 62443 defines five security levels (SLs): from SL 0 (no security) to SL 4 (resistant against nation-state attacks).
Specific security requirements are defined for each security level so each industrial system will have the right security, protecting uptime, safety, and intellectual property. All parties in the industrial ecosystem benefit from having clear expectations: asset owners and operators, systems integrators, equipment and service providers, and regulators.



IEC 62443 Specification Layout
IEC 62443 is organized into the following four categories: General, Policies and Procedures, System, and Component:
· The General documents provide an overview of the industrial security process and introduce essential concepts.
· The documents on Policies & Procedures highlight the importance of policies - even the best security is useless if people are not trained and committed to supporting it.
· Because security can only be understood as an integrated system, the System documents provide essential guidance on designing and implementing secure systems.
· And because one cannot build a solid building out of weak bricks, the Component documents describe the requirements that must be met for secured industrial components.
Implementation challenges
While IEC 62443 has many virtues and benefits, implementing the standard brings some challenges as well.
1. The standard is not entirely complete. Several of the specifications in the standard have not yet been published.
2. The standard is very comprehensive: With a total length of more than 800 pages so far and more specifications coming soon, a significant amount of time and effort is required to read and understand the complete standard.
3. The cost of obtaining a complete copy of the standard is more than $2,000 USD.
Fortunately, helpful information about the standard is available from Infineon, ISA, and IIC. By reading the contents of this web site, you can learn about the best practices for protecting industrial systems against sophisticated attacks. After learning and understanding the issues, action is needed! Understanding the problem will not solve it.














Hardware-based security benefits
[image: ]Benefits of HW-based security
IEC 62443 requires hardware security for Security Levels 3 and 4. Why hardware?
· Discrete hardware security chips are much more secure than pure software security. Software can easily be analyzed by attackers to find vulnerabilities and develop exploits that undermine security. Such attacks appear every day. Tamper-resistant hardware security chips efficiently prevent such attacks.
· Most hardware security chips are evaluated and certified by independent security testing laboratories. These certifications prove highest barriers to penetrate the chip's defenses. Anybody can claim to provide security - but for critical applications, independent expert evaluation is required.
· Hardware security reduces engineering and support costs. Custom-built security is expensive to build and requires constant maintenance. Choosing an Infineon security chip instead leverages our decades of security expertise.
For these reasons and others, security experts agree that tamper-resistant security hardware is the best approach for critical systems. That is why IEC 62443 requires it.







Authentication
Industrial devices must be authenticated to prevent counterfeiting and sending fake data and commands. Users must be authenticated to provide accountability and prevent errors or malfeasance.
IEC 62443 requires user authentication at security levels 1-4 and device authentication at security levels 2-4 with requirement enhancements demanding hardware security at security levels 3 and 4.
DYMEC security chips use strongly protected cryptographic keys to authenticate devices, data, and commands, as required in IEC 62443. Similar security chips can be used to provide strong human authentication.
Portable software support libraries from DYMEC partners can ease integration and key management. For example, strong authentication can be integrated into communications protocols such as TLS or IPsec. The result is authentication requirements of IEC 62443 can be met
System Integrity
To maintain reliable and safe operation, the integrity of industrial systems must be maintained. If an attacker can compromise the integrity of a system or component, they can alter its behavior in a malicious manner. For example, data such as pressure readings may be fabricated, and commands may be ignored. Communication integrity is equally critical as data and commands may be altered in transit.
IEC 62443 requires communication integrity protection and system integrity protection at security levels 1-4. At the higher security levels, requirement enhancements demand cryptographic protection and automated verification.
DYMEC products use hardware security to implement features like digital signature verification, trusted computing, and cryptographic hashes. Portable software support libraries from our partners leverage the product features to implement system integrity capabilities such as secured communications, secured software updates, secured boot, measured boot, and remote attestation. Thus, industrial systems can be protected up to even the highest security levels defined in IEC 62443












Confidentiality
When private or confidential data such as intellectual property must be protected, there is no substitute for encryption. Encrypting data in transit prevents eavesdroppers from discovering secrets. Encrypting data at rest prevents reading out secrets from storage. In either case, strongly implemented encryption is an enormously powerful tool.
IEC 62443 requires the capability to protect confidentiality at all security levels. However, confidentiality is not needed for all data. Therefore, IEC 62443 provides guidance to system designers who must make the ultimate decision about where to use confidentiality protections.
DYMEC products support encryption. Of equal import, they provide supporting features like secured key storage, key generation and provisioning, and hardware random number generation. Without these features, encryption cannot be effectively utilized. Portable software support libraries from DYMEC and our partners can use product features to secure communications and stored data.
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